CVP5: IR1835 for Roadways: Wired SD-WAN with LTE as Last Resort in Routed Mode with ISE Integration

Overview
The single-router IR1835 SD-WAN configuration catalog item assists with rapid deployments at small to medium sized locations where flexibility, simplicity and standardization are key. This catalog represents a Cisco Validated Profile (CVP) suited for deployments at roadways and intersections. This network configuration is wired transport with single LTE connectivity as last resort. This configuration offers network segmentation via 4 secure VPN (VPN 10,20,30,40) with 1 VLAN per VPN (10,20,30,40) respectively. It also provides for connected client 802.1X and MAC authentication via integration with Cisco Identity Services Engine (ISE). Integration with ISE can be as a Radius server for port authentication or also with TrustSec segmentation.
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Fig 1: Configuration Catalog Design

Configuration Catalog Details
Ethernet LAN connectivity is mapped into 4 VPN for security and granular control, but user can assign multiple ports to same VLAN at catalog install time:
· Gig0/1/0 – Access Port - VPN 10 - VLAN 10 with SVI and DHCP pool
· Gig0/1/1 – Access Port - VPN 20 - VLAN 20 with SVI and DHCP pool
· Gig0/1/2 – Access Port - VPN 30 - VLAN 30 with SVI and DHCP pool
· Gig0/1/3 – Trunk - VPN 40 – Allowed VLANS 10,20,30,40 - with SVI and DHCP pool
· User will need to provide IP address and key to their ISE server at config deploy time as “radiusServer_key” and “radiusServer_ip” (see image) to allow connected clients to perform MAC followed by 802.1x authentication, in that order. If user also wishes to configure TrustSec, the “radiusServer_ip_cts” should also be set to same IP as previous radius server IP and remaining TrustSec parameters provided as needed. If user wishes to only have radius port authentication without TrustSec, then all parameters with cts in name are still required, but dummy values are recommended (specially for “radiusServer_ip_cts”) to avoid unneeded interaction with ISE server for TrustSec.
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· Default catalog behavior is to reach ISE server from VPN4 using a predefined Loopback40 interface. The ISE server also needs to be added in WAN Manager UI Administration-> Integration Management. 

Further details on functionality provided by this catalog entry:
· One or more Hubs are required to be deployed as shown. Hubs need to be deployed using a configuration group not provided here as part of this catalog entry. The hubs will facilitate communication between connected devices behind edge routers and the enterprise network by advertising to edge devices a default route or a list of subnets the edge devices need to reach in the enterprise. It will be up to the Hub to allow also for edge traffic to reach the internet or block it if not needed at the edge. It is also necessary to assign each edge device a unique Service VPN subnet and IP address to allow for return traffic. 
· The Service VPN (LAN) side is configured to advertise static and connected routes for all 4 VPNs or flexible integrations at sites with routed LAN access layer.  User will need to enter unique subnet for each edge device at deployment time to route back from a Hub router to each edge. By default, the catalog provides default values for all SVI in each VPN as well as DHCP pool parameters which user can change at deploy time one device at a time or using a CSV file to deploy many devices at once. User will also need to advertise all subnets from the hub router to edge devices, including a default route as needed. If user does not want to have a DHCP server in the service VPN, the “VPNx SVI1 DHCP Server Network”, Mask and Default gateway can be set to dummy values to prevent any connected device from having DHCP service or access through DHCP.
· Default DNS servers (Cisco DNS) are provided in VPN0, which user can change at catalog install time.
· A DHCP Server is configured for each VPN allowing connected clients to receive IP addresses from service VPN, as well as default gateway and DNS servers. These values should be added as needed at deploy time (no defaults provided).
· Multiple timers for BFD and OMP have been tuned to reduce LTE bandwidth usage while maintaining SD-WAN functionality. 
· A primary and secondary NTP servers can be configured with primary as preferred source at catalog install time (defaults provided).
· User can set the router console rate and set the GPS coordinates of its location (defaults provided).
· User can point router logs to a server of their choice and provide the IP address at catalog install time (default set to 169.254.1.1). Default catalog behavior is to reach Logging server from VPN 4 using a predefined Loopback40 interface.  If logging server is not present or needed, catalog defaults can be left as is. 
· At device deploy time, user needs to assign a loopback IP address to the field “VPN4 Loopback IP” under the service section. This can be assigned same IP address as “System IP” address and serves as a troubleshooting IP as it is advertised and reachable from the Hub. This loopback IP is also It is also used as the source interface to communicate with ISE and Logging servers. 
Cisco provides the configurations below as is for your convenience. These configurations have been built using industry best practices, observed across multiple deployments, which may be beneficial to you. Cisco is not responsible for any technical issues, bugs, or other issues that may arise from your use of these configurations and any resulting indirect, incidental, reliance, consequential, special or exemplary damages or loss of actual or anticipated revenue, profit, business, savings, data goodwill or use, business interruption, damaged data, wasted expenditure or delay in delivery (in all cases, whether direct or indirect).
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